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Note: Old name for the software was Preactor and new name is Opcenter APS.

Aps.Category: SQL

Configurating Remote Database for Opcenter APS Application.
(Meaning: Opcenter APS application & SQL Database Engine are going to separated)

SQL Server Authentication error.
Refer Section: SA Login to the provide / Installed SQL Server

Reason for the issue: This activity has been performed for organizing database infra-structure.

Steps to Resolve the issue:
Perquisites Need:
1. Install SQL Server
2. SQL Server SA Login
3. Kindly check the connectivity form the Opcenter APS server and SQL Server

How to do a ping Test for checking the connectivity?

Step 1: Open command prompt by going to the path:
“C:\WINDOWS\system32”
Open file name cmd.ex

BN cmd.exe 5-09-201312:58..  Application 272

After opening it, it looks something like this in the below screenshot.
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Step 2: In the console type “Ping *** *¥* * *»
Note : *** *** * * must be replaced with the Machine Ip address of SQL Server Machine.

For a successful ping the message will be looks something like this in the below screenshot,

C:ZUsersikarthick»>ping 192.: 2.1
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Kindly contact the system administrator for physical connection between client and the
server

For instance:
Machine A — Opcenter APS Server

Machine B —SQL Server

Step that need to be followed in the Machine B

Step 1: Open “Microsoft SQL Server Management Studio”

Step 2: After Opening, a pop-up window will be appearing to connect to the database server

Prerequisite for connecting to a database server,

Server type: Database Engine

Server Name: click on the drop-down button to view on the servers
Authentication: should be in SQL Server Authentication

Login: (*Required)

Password: (*Required)

=F Connect to Server x
SQL Server
Servertype Database Engine -
Server name [ ~|
Authentication SQL Server Authentication ~
Login |sa ~ |

Password: || |
[] Remember password

Cancel Help Options >>

Step 3: On the top left side you will be able to see the object explorer, expand “the Security folder”.
The belove screen show you were it would be

Object Explorer

Connect= ¥ *¥ [V

- @ SMIC-055\SOLEXPRESS2014 (SOL Server 1
+ Databases

Security
Server Objects

Replicaticn

F FH F

Management
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Step 4: After expanding the security folder there you will be able to see the “Login” Expand it as well,
now right click on the login and click new login as shown below,

= @ SMIC-055\SQLEXPRESS2014 (SOL Server 12.0.2269
Databases

=] Security
S

. ew Login... .
= : ogin¥#
2 Filter b oings
-':-i Start PowerShell
[ -]
3 Reports » 552014
[} (4
:. R EXPRESS
-
m MNT SERVICE\Winrngmt

(NOTE: A pop up window will be appearing like this as shown in the below screenshot)

B Login - Mew — O >
Selecta page T Script = e Help
& General
& Server Roles
A& User Mapping Login name: || Search...
& Securables
& Status (@) Windows authentication
() SQL Server authentication
() Mapped to certificate
‘Connection () Mapped to asymmetric key
Server: [] Map to Credential
SNIC-055"5GLEXFRESS2014
Connection: Mapped Credentials Credential Provider
SNICKarthick
ﬁ View connection properties
Progress
Ready Default database: master ~
Defautt language: <default> e
Carcel

Step 5: On the Login Window against the general page click on the search button highlighted, kindly
provide username login of the windows user login in Machine A/ An SQL Server Authentication can
be created also be created



B Login - New

— >
s::;:rd O'Scet - @heb
& Server Foles
& User Mapping Login name: [i || Search..
& Securables
& Status ®) Windows authentication
() SQL Server authentication
© Mapped to cetificate
Connection () Mapped to asymmetric key
Server ] Map to Credential
SNIC-055\SQLEXPRESS2014
Connecion: Mapped Credentials Credential Provider
SNIC \Karthick
¢ \View connection properties
Progress
Ready Defaul database: master -
Default language: <default> s
Cancel

Noted : As per your preference either one of the authentications can be selected

Windows authentication: No Login and Password requires less security

SQL Server authentication: Login and Password requires high security

A. Window Authentication

B Login - New

Select a page

- [m]
Seript - Help
%G O St ~ @
K Server Foles
& User Mapping Login name: I Search...
& Securables = N
% Suaus (®) Windows authertication
() SOL Server authentication
() Mapped to certificate
Connection () Mapped to asymmetric key
Sarver: [] Map to Credential
SNIC-055 SGLEXPRESS2014
Connecdion: Mapped Credentials riial Provide
SNIC Karthick
o Mew connection propedies
Progress
Ready Default database master i
Defauk language: default> -
Cance

s

To continue with this steps Window Authentication must be enabled highlighted below,

Step 1: After clicking the option search a pop-up window will be appeared to select the user
or a group select. As shown in the below screenshot.



Select User or Group

Select this object type:

|Llser or Builtin security principal

| Ohject Types...

From this location:

|5ru||:4}13

| Locations...

Enter the ohject name to select (xamples):

SMNIC01 3karthick

Advanced...

Check Mames

Cancel

Step 2:

Highlighted 1 : In the location option you set the Domain where you want to look for the

user on

Highlighted 2 : Provide the user name of the Machine A
Highlighted 3 : Check name will give you an auto-corrected username/ login that are been

present in active directory.

Select User or Group =
Select this object type:
|Llser or Builtin security principal | Object Types...
From this location:
[snic013 ||| Locations... .
Erter the object name to select (examples):
| SMIC-01 3carthick 7 Check Mames | 3
Advanced... Cancel |
|

After performing all the action kindly click on the Ok button to continue

Step 3:

Now, Move to Server roles tab (1 ). Kindly append the roles to the server roles ( 2 ).



B Legin - New - O
Selectapage
Seript + @ H
| Genera 7 Scipt ~ @ Help
J Server Roles
1 Zoping 1 Server role is used to grant server-wide securlty pivieges to a user.
K Securables
& Status
Server roles:
[ bukadmin
&
[ diskadmin 2
[[] processadmin
[ public
[ secuntyadmin
[] serveradmin
[ setupadmin
[] sysadmin
Connection
Server:
SNIC-TSQLSERVER2016
Connection:
sa
Progress
Ready
Cancel
Step 4:

Now, move to User Mapping Tab ( 1), Kindly toggle the master, Report serverSSQLSEVRER,

Report serverSSQLSEVRER Temp.
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B Login - New = -
Selecta page . -
. 0 Scipt v @ Help
! er Roles
& User Mapping 1 Users mapped to this login:
| F Securables Map  Database User Default Schema
F Status (] Indo MIM Live 2
[0 ICulve
[J Kathick_Test_Case
M master SNIC-013\karthick )
[0  modet
[0 msdb
[0  Preactor2017_Test
[[]  PreactorSAPData
[ RepotServerSSQLSE..  SNIC-013\karthick =
§o) ik -]
SFO Live
o (I SMR Chennai Live
Guest account enabled for: Repod Server$SQLSERVER2016TempDB
Sesver:
SNIC-013\SQLSERVER2016 Database role membership for: Report Server$SQLSERVER2016TempDB
Connection: [[] do_accessadmin
o [] db_backupoperator
T action properties [[] do_datareader
[] do_datawriter
] do_ddladmin
[[] do_denydatareader
[ do_denydatawnter
Progress [[] db_owner
[[] db_secuntyadmin
’ {4 public
(] RSExecRole
[ ok ] concel

Step 5: Now, move to status Tab (1), Append these setting (2 )
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E Login - Mew
Select a page -
& General L7 Sorpt © tiep
& Server Roles
& User Mapping Seftings
-]
* III Pemmission to connect to database engine:
(®) Grant
() Deny 2
Login:
®) Enabled
() Disabled
Status
SQL Server authentication:
Connechon '
Server
SHICOTISQLSERVER201G
Connection:
sa

y¥ lView connection properties

Ready

B. SQL Server Authentication

Step1:
Highlighted 1: Switch to SQL Server Authentication

11
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Highlighted 2: Provide a name for the Login
Highlighted 3: Provide the password
B Login - Mew - O
Select a page
Seript * ) Hel
K General g © Hebp
& Server Aoles
# User Mapping Login name: | Superlsed | Segrh
# Securables -
£ Status i) Windows authertication
1 i®) SGL Server authertication
Passwond: |
Confi rd:
i passwo | 3
] Enfiorce password policy
Enforce password expiration
User must change password at next login
() Mappedto cerificate
Connection () Mapped to asymmetric key
Server. [ Map to Credential
SHIC-NISQLSERVER20MG
Cannaction: Mapped Credentials Credential wider
4
v Mew connection properties
Progress
Ready Default database: master N
Defaut language: <defaul > ~
=

Kindly follow from step 2 to step 5 in Window Authentication Section above.

Step 6:

In Machine - B

Go to the following path

“C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Administrative Tools”

12
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Gperationsl Excellence Dellvered

Open file name : Services

[ Services

15-09-201812:59..  Shortcut 2 KB

After opening it, it looks like something this below, screenshot

“k Services - [m] X
File Action View Help
e |FHHDc= Bm »ouw
2 Services (Local)
SQL Server Browser MName Status Startup Type Description &
@;};Smart Card Device Enumeration Service Manual (Trig...  Creates software device nodes for all smart card readers acce
Description: @
Provides 5OL Server connection ;:}Smart Card.Remova\ Policy Manual A\Iowsth.e system to be configured to lock the user desktop
information to clisnt computers. G SMMP Service Running  Autematic Enables Simple Network Management Protocol (SNMP) requ
@;};SNMP Trap Manual Receives trap messages generated by local or remote Simple
@ Software Protection Automatic (D... Enables the download, installation and enforcement of digit:
E.z.%Spatia\ Data Service Manual This service is used for Spatial Perception scenarios
::9} Spot Verifier Manual (Trig...  Verifies potential file system corruptions.
@SQL Full-text Filter Daemon Launcher (SQLSERVER2012) Running  Manual Service to launch full-text filter daemon process which will p
@%SQL Full-text Filter Daemon Launcher (SOLSERVER2014) Running  Manual Service to launch full-text filter daemon process which will p
5:‘P%SQL Full-text Filter Daemon Launcher (SQLSERVER2016) Running  Manual Service to launch full-text filter daemon process which will p
@5{)\_ Server (SOLSERVER2012) Running  Automatic Provides storage, processing and controlled access of data, a
@}SQL Server (SOLSERVER2014) Running  Auternatic (D... Provides storage, processing and controlled access of data, a
550U Server (SOLSERVER2016) Running  Automatic Provides starage, processing and controlled access of data, a
@% SOL Server Agent (SOLSERVER2012) Disabled Executes jobs, monitors SQL Server, fires alerts, and allows au
@ SQL Server Agent (SQLSERVER2014) Manual Executes jobs, monitors SOL Server, fires alerts, and allows av
@% SQL Server Agent (SOLSERVER2016) Disabled Executes jobs, monitors SOL Server, fires alerts, and allows av
:9% SQL Server CEIP service (SQLSERVER2016) Running  Automatic CEIP service for Sql server
@%SQL Server Launchpad (SQOLSERVER2016) Running  Automatic Service to launch Advanced Analytics Extensions Launchpad
£550L Server Reporting Services (SQLSERVER2012) Running  Automatic Manages, executes, renders, schedules and delivers reports.
@5{)\_ Server Reporting Services (SOLSERVER2014) Running  Automatic Manages, executes, renders, schedules and delivers reports, v
< >
Extended /| Standard /

Now, Right Click on the Sql Brower and start the service initially this service will be disable, at the
first time before starting this service enable it and start the services

< Services
File Action Yiew Help
o mddsBmei e

"

 Senvices (Lecal _

SQL Server Beowser Name Statuy Satop Type  Descripbion -
£ S Card Device Enemenstion Servce Maneal (Tng..  Coestes softmare device nodes for 38 st card neaders acce

ey ”“;"Q‘W ) Smact Card Removad Posicy Mancsl Allows the system 8 be cosfigared to lock the use desktop

irfcemation to chest compuers. !.}ms«mc Ranmng  Automatic Enables Simple Network Masagement Pretocel (SNMP) reqe
4SNP Trap Mand Recerves rap messages penerated by local of remote Suvple
L Scfomare Protection Agtomatic 0. Trables the nd of digity
) Spatal Deta Senvice Manzal Thes sercice & wned for Spatial Perception scenanics
L Spot Verlier Mancel (Tag..  Veslies patentil file system comuption.
£ 508 Full-test Filter Disemon Launcher (SOLSERVER2012) Renreng  Marad Servce 10 lownch full-test Sltes daemen process whch will p
L3508 Fult-tent Fiter Oaemon Launcher (508 SURVER201) Renreng  Mansal Serace 10 lagnch 1ull-tet Ster daeman process whch will p
£ 50K Full-text Filter Dsemon Launcher (SCLSERVER2016) Renreng  Mancsl Service 10 laench hull-text flter daemncn process which wil p
6,508 Server (SOUSERVER2NZ) Running  Autometic Provdes serage, peecensang and controlied access of dota 4
£ SC8 Server (SOUSERVER20NY) Running  Autosatic @ Provides Sonage. processing and controlied access of deta, 4
£ 52K Server (SOUSERVERINE Renning  Automnatic Provides erage. procesang and controlled sccess of deta, &
) 50K Server Agent (SCLSERVER2012) Dvustled Executes joby, moniters SOL Server, fises alety, and alicwa ac.
L SOL Server Agert (SOLSERVER0M) Manwel Executes jobs, monters SOL Server, fives alens, and aliows o

3 V sernce for Sl
5 SO Server Launchpad (SCLSERVER01S) Runing  Automatic Serece 10 lunch Advanced Anshtics Eessons Lsunchped

£ 508 Server Regorting Services (SQUSERVER20TY) Renning  Automatic Manages, esecates. renders, schadules snd deivers reponts.,
& 508 Server Pagortng Services (SQLSERVER201E Renring  Automsatic Manages. esscites. renders, schedules and delvers reports. ¥
< >

\ Extended [ Standad [

In Machine —A

Step 1: Create a new folder in any desired location on the machine
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S0L_Shared

Step 2: Now, move to Sharing tab( 1 ), Click on share (2)

In the pop-up appeared, provide the Machine -B user login Add and share the file with machine -B

General Se::uri‘q,I Previous Versions Customize

Metwork File and Folder Sharing

SQL_Shared
( Mot Shared
e h
Nat SHEred

;

Advanced Sharing

Set custom pemmissions, create multiple shares, and set other
advanced sharing options

!;M\ranced Sharing...

Password Protection

People must have a user account and password for this
computer to access shared folders

To change this setting, use the Network and Sharing Center.

Close Cancel Apply

14



B Metwork access
Choose people to share with
Type a2 name and then click Add, or click the arrow to find someone,
| v Add

Mame Permission Level

2 Karthik Ravichandran Ohwner
I'm having trouble sharing

Gﬂhare Cancel

After finishing kindly click on share.

Now, all the configuration job done.

Test the configuration by installation the preactor package

How to install the Opcenter APS package in remote database mode., show below an example.

15



% Preactor Configuration Package Manager — O *

Database Options

Maodify options relating to the 501 database

SQL Server Location
() Local Machine

@ Remote Database Server

Connection

Server Mame; SOLSERVER

Instance Name: | defaultinstancd

L4
L4
Advanced...

Working Folder Share

Enter the path to a share on the server that you have access to (e.g. Viserverishare).
The SOL server service account also needs to have read access to this share.

\\SNic-013\CASQL_Shared\

<Back || Next> || Finish>>| || Close

16



Thank You.
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